This paper provides a framework that reduces the computational complexity of the discrete logarithm problem. The paper describes how to decompose the initial DLP onto several DLPs of smaller dimensions. Decomposability of the DLP is an indicator of potential vulnerability of encrypted messages transmitted via open channels of the Internet or within corporate networks. Several numerical examples illustrate the framework and show its computational efficiency.
Introduction and Problem Statement
The cryptoimmunity of numerous public key cryptographic protocols is based on the computational complexity of the discrete logarithm problems [1, 2] .
A DLP finds an integer x satisfying the equation
and p is a large prime. In (1) g, p and h are inputs, and the unknown integer x must be selected on the interval [ ] 1, 1 p − . Two trivial cases: if h = 1, then x = p -1; If h = g, then x = 1. If h is neither 1 nor g, then x must be selected on the interval [2, p -2] .
If g is a generator, then (1) always has a solution, otherwise the existence of a solution is not guaranteed.
For instance, if p = 7 and g = 2, then the DLP 2 mod 7 5 x = does not have a solution. Various algorithms for solving the DLP were proposed and their computational complexities were analyzed over the last forty years [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] .
This paper provides the algorithmic framework that reduces the computational complexity of the DLP.
The paper describes step-by-step procedure for decomposition of the initial DLP onto several DLPs with smaller dimensions. Several examples illustrate the decomposition algorithm and highlight its computational efficiency. 
Here it is assumed that integer factors 1 2 and r r in (3) are known or can be determined using existing algorithms for integer factorization [5, 16, 17] .
Proposition:
Let 1 R is an integer (4).
Let's define
: mod
If an integer 2 x is a solution of equation 
then q divides 1 2 x x − . Proof: Let's multiply both sides of the Equation (1) 
Using notations (4)-(6), rewrite (8) as 
or as Equation (7). Q.E.D. 
where [ ] 2 1, 42 x ∈ . Remark1: Notice that the interval of uncertainty [1, 42] for 2 x is much smaller than the corresponding interval of uncertainty [1, 946] for 1 x . Equation (18) can be solved using any algorithm for the DLP [3, 6, [8] [9] [10] 12] .
In this example 2 x = 39 and 2 43 q = .
Therefore 1 3 39 43
To find 3 x solve the DLP(3): mod 99991
i.e., 
It is easy to verify that 3 47 x = . Finally, 
where [ ] 1,
Instead of solving (24) directly using an existing DLP algorithm, we can again apply the method of decomposition described above. Consider a factor 4 q of 2 q that is close to the square root of 2 q = 330: 4 4
where
. And again, the Equation (32) itself is also a DLP with a much smaller interval (27) for x 4 than the interval for 2 x in (24), and so on.
Multi-Level Decomposition: Illustrative Example-3
First level: Let's solve the equation 
Second-Level Decomposition: Solution of DLP(3)
Remark4: The second problem, DLP (2) , cannot be solved by decomposition since q2 = 2,006,491 is a prime integer. However, the third problem, DLP (3), is decomposable, therefore the speed-up ratio S can be further increased. Indeed, select ( ) x x q x = + , where 6 6 0 2310 x q < < = and 7 7 0 863 x q < < = , and solve DLP(3) by decomposition into DLP (6) and DLP (7) . 1339.6 which implies that by decomposing the original problem DLP(1) into three sub-problems {DLP(2), DLP (6) and DLP(7)}, we can solve the initial DLP(1) 1340 times faster than if we directly solve it without employing decomposition.
DLP(6): Compute
In general, the speed-up increases as the size of p increases.
Computational Considerations
It is quite reasonable to ask under what conditions should we stop the decomposition of a DLP(k) and try to solve it directly. Here are the major issues that must be taken into the consideration: 1) Feasibility of factoring
For instance, if ( ) 
where w = {g, h}. In such a case Equation (32) has only trivial solutions {0 or 1} or no solution if 4 4 1 and
2) Magnitude of the overhead computations required to find 2 
Algorithmic Decomposition of DLP(k)
Suppose that we need to solve DLP(k)
where 
Conclusions
Provided that we know how to factor p -1, we can reduce the initial DLP(1) to two discrete logarithm problems: DLP (2) and DLP (3) , for solution of which the best known algorithms can be implemented. The decomposition can be implemented recursively for solution of the DLP(k) by reducing it to a pair of DLP(2k) and DLP(2k + 1).
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